ABSTRACT In this paper, a novel physical layer security based on two-level encryption is proposed for orthogonal frequency division multiplexing (OFDM) visible light communication (VLC) systems. In the two-level encryption scheme, the bit signal, which is generated from image data, is first scrambled by a chaotic sequence. After the encrypted bit signal is mapped into 16 QAM symbols, the real and imaginary components of the resulting symbols are encrypted again by two separate chaotic sequences, respectively. A mathematical model is established to securely transmit images in OFDM-based VLC systems based on encryption. Based on the established mathematic model, the bit error rate (BER) formula to securely transmit OFDM-VLC is derived over the dispersive visible light communication (VLC) channel. A theoretical analysis shows that the encryption does not degrade the BER performance of the systems. Additionally, the validity of the BER formula obtained is verified by computer simulation. Theoretical and simulation results both show that the encryption operation has no effect on the BER of the proposed system. However, encryption is helpful for reducing the peak-to-average power ratio (PAPR) of the image-based OFDM. The simulation results show that the security of the image-based OFDM is enhanced and the PAPR is reduced.
I. INTRODUCTION
Visible light communication (VLC) is an attractive technology to complement radio frequency (RF) to enhance the connectivity of a wireless network. It can simultaneously accomplish illumination and communications [1] . Orthogonal frequency division multiplexing (OFDM) has been extensively investigated in VLC systems due to advantages such as the robustness to selective fading of the frequency and the high spectrum efficiency. As wireless access networks are developed and applied, the secure transmission of data has become a critical issue due to the broadcast character of wireless signals. For example, the security of transmissions over a VLC link should be considered in hospitals, offices, libraries and airfields, etc. [2] - [4] . The physical layer security (PLS) strategy is first employed in radio frequency (RF) OFDM communication systems [5] - [7] The associate editor coordinating the review of this manuscript and approving it for publication was Jihwan P. Choi. and fiber OFDM communication systems [8] - [10] . The authors in [11] provide a comprehensive survey on various OFDM-based physical layer security (PLS) techniques. Exiting PLS approaches mainly focus on key generation [12] , channel-based encryption [13] , authentication [14] , artificial noise [15] , etc. Physical layer encryption (PLE) is another approach employed to securely transmit data and is different from PLS. Many PLE schemes have been proposed for wireless OFDM [16] , [17] . PLE operates in a physical layer of a communication system. It can be achieved by constellation rotation, symbol scrambling, sub-carrier scrambling, etc. [18] . In [18] , a new PLE scheme is proposed to enhance the security of the transmitted data in 802.11 OFDM wireless systems. The proposed scheme mainly includes subcarrier obfuscation and training symbol resequencing. The researched results indicate that the proposed scheme performs well in terms of complexity, search space, and key rate.
In recent years, physical layer security schemes have been proposed to achieve physical layer security for VLC systems. VOLUME 7, 2019 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ These secure approaches, such as beamforming [19] - [21] , artificial noise [22] , [23] , and secure channel encoding [24] , are also used to securely transmit data for VLC systems. PLE based on chaos has also received a considerable amount of interest [25] , [26] . The advantage of PLE is that it does not rely on channel state information. Eavesdropper cannot decode the data correctly if the quality of the channel between Eavesdropper and Alice is better than that between Alice and Bob.
In [27] , the authors proposed an uncoordinated chaotic channel scrambling scheme to enhance the physical layer security in a multiple-input multiple-output VLC system. The intent of physical layer encryption is achieving encryption operation in a physical layer by using a share key in the transmitter and receiver sides. The traditional encryption schemes are usually applied in the upper layer (data link layer and above) [28] . In [29] , an advanced encryption standard (AES) interleaving aided chaotic code division multiple access approach is used to enhance the security of multiple user access in VLC systems. With the development and application of 5th generation (5G) networks, power-domain non-orthogonal multiple access (NOMA) VLC systems have been widely studied [30] . The authors in [31] proposed a two-level chaotic encryption scheme for a NOMA-OFDM system. The first level encryption, namely chaotic constellation transformation (CCT), is used to scramble the digital modulation quadrature amplitude modulation (QAM) constellations for each user and the second level encryption, namely chaotic subcarrier scrambling (CSS), is used to further scramble the symbol-to-subcarrier mapping for both users before IFFT operation. The decryption at the receiver performs inverse operation of the encryption. A secure and private NOMA-OFDM VLC based on a two-level encryption was proposed and experimentally demonstrated for the first time in [31] .
In addition, the high peak-to-average power ratio (PAPR) is one of the disadvantages of OFDM. Thus, in the secure OFDM-based VLC system, there are two issues to solve. One is security of data and another is PAPR reduction of OFDM. In ordinary cases, PAPR reduction and data encryption are often researched independently. Many techniques have been employed to reduce PAPR in OFDM-based VLC systems [13] , [32] , [33] . Recently, many secure transmission schemes, which can reduce Peak-to-Average Power Raito Reduction (PAPR) and simultaneously enhance the security of the transmitted data, are proposed for optical OFDM systems. In a previous study [34] , a novel chaos IQ-encryption based optimal frame transmission technique joint encryption and PAPR reduction scheme was proposed for the OFDMA-PON system. The study results [35] showed that the PAPR reduction and data encryption were obtained simultaneously. However, in these schemes, the encrypted data was produced by random bit stream information. Many new studies have investigated secure image transmission for OFDM systems [35] , [36] . In [37] , the authors researched secure image transmission over DFT precoded by OFDM-based VLC using chaotic scrambling. The results showed that the proposed system can retain the advantages of DFT precoding, reducing the PAPR and improving the BER of the OFDM-based VLC. In addition, the image data is secure. In a practical system, the transmitted data may be random bit information, voice signals, and image signals, etc. Different sources have different PAPR properties, which is confirmed by our experiment. This indicates further study on the PAPR and security transmission performances for OFDM-based VLC systems is needed. As encryption methods based on chaos theory are widely employed in various communication and signal processing fields, we primarily focus on a chaotic encryption scheme to enhance the data security and reduce PAPR for OFDM-based VLC systems.
Most studies on PLE in OFDM systems are based on a random bit source, while in a practical communication system there are various kinds of sources. With the development of internet technology, large numbers of digital images need to be processed and transmitted over networks. The effect of PLE methods in image-based OFDM systems on BER and PAPR is usually evaluated by computer simulation or transmission experiments. However, the theoretical BER formula for encrypted OFDM-based systems has seldom been the investigated. However, existing PLS methods are implemented in physical layers using scrambling of the digital modulating signal. Furthermore, bit-level encryption has not attracted enough attention for encrypted OFDM transmission systems. Generally, bit-level encryption belongs to upper-layer encryption [38] , [39] , which has been extensively researched in image encryption [40] , [41] . Moreover, symbol encryption has been proposed to securely transmit data in optical OFDM systems [42] .
Based on the analyses above, in this work, a hybrid bit-level and symbol-level encryption based on chaotic sequences is proposed in OFDM-based VLC systems with image sources. The goal is to reduce PAPR and to enhance the security of the transmitted image data simultaneously. In the first level encryption phase, a chaotic sequence based on a Logistic map is employed to scramble the resulting bit steam, which is generated from the transmitted image data. In the second level encryption phase, two chaotic sequences, based on a two-dimensional Logistic iterative chaotic map with infinite collapse (2D-LICM) [43] , are encrypted to the real and imaginary parts of the resulting modulated QAM signals to further enhance the security of data. Our goal is to study the effect of the encryption on BER and PAPR performances in the OFDM-based VLC using a theoretical approach and computer simulations. The results of the theoretical analysis are confirmed by the simulation results. The main contributions of the present study are outlined below.
(1) The BER formula is derived for the encrypted OFDM-based VLC system over dispersive multipath channel. The validity of the formula is confirmed by simulation results for a random bit source.
(2) The proposed two-level encryption scheme is not only helpful for reducing the PAPR but also enhances the security of the transmitted image data.
(3) The proposed encryption scheme has no effect on the BER of the OFDM based on random bit source. In addition, it can slightly improve the BER of the OFDM based on the image data source.
(4) Compared to the symbol encryption scheme, the twolevel encryption can enlarge the security key space and further enhance the security of the transmitted image data.
Moreover, despite our focus on single-user OFDM-based VLC systems, the researched results obtained are very general and can be used in other communication systems, such as multiuser systems.
The rest of the paper is organized as follows. Section II discusses secure image transmission in OFDM using a two-level encryption scheme. In section III, the formulas of BER over dispersive VLC channel are derived. In section IV, the simulation results for and discussions about the two-level encryption scheme are given. Finally, the conclusions are given in section V.
II. SYSTEM PRINCIPLE A. BIT-LEVEL SCRAMBLING BASED ON LOGISTIC MAP
In our proposed secure transmission scheme, the original image data is first converted into a bit stream. Then, the resulting bit stream is scrambled by a chaotic sequence, which is based on a Logistic map. The Logistic map is defined as follows:
where z 0 is the initial value, z i ⊂ (0, 1) and β is the control parameter, 3.569945627 < β ≤ 4. To generate a chaotic integer sequence, a preprocessing operation is conducted, as follows:
where floor(z) returns the value of z to the nearest integer less than or equal to z and function mod (z, M b ) returns the remainder divided by M b . In (2), M b denotes the length of the bit sequence. Based on (2), we can obtain the chaotic scrambling sequence
to describe the original bit vector with size M b . The scrambled bit vector d (1) can be expressed as follows:
At the receiver end, the decryption operation is conducted to recover the original bit sequence. Our goal is to enhance the security of the transmitted data by bit-level scrambling for OFDM-based VLC.
B. SYMBOL SCRAMBLING BASED ON A TWO-DIMENSIONAL LOGISTIC CASCADE MAP
In [43] , a novel bit-level image encryption scheme, based on a 2D-LICM hyperchaotic map, was proposed for image encryption. In this work, we employ two chaotic sequences based on a 2D-LICM map to achieve symbol-level scrambling to further enhance the security of transmitted image data. The 2D-LICM is defined as follows [43] :
where α is the system parameter with the range (0, ∞), and κ ∈ (0, ∞). This 2D chaotic map is a cascade map, which is based on chaotic map x i+1 = αx i (1−x i ) and x i+1 = sin(c/x i ).
The secret key consists of x 0 , y 0 , α, κ. The binary chaotic sequences can be generated from the equation, as follows:
Based on (5) and (6), we can use a sign function to obtain two binary scrambling sequences a = {a n } and b = {b n }. The two scrambling sequences can be used to encrypt the real and imaginary parts of the frequency domain signal, respectively. S is assumed to be a QAM symbol vector with size M . In addition, the expectation and variance of the symbol vector S are 0 and σ 2 x . After S is encrypted by two chaotic scrambling sequences, the encrypted symbol vector can be expressed as follows:
For the sake of simplicity, in this paper we use ''·'' to state the multiplication operation of the corresponding elements in two vectors. Thus, we can calculate the expectation and variance from (7) as follows:
Thus, the algorithm does not change the mean and variance of the original transmitted QAM signals. Therefore, we can deduce that the BER performance of the symbol scrambled system is not affected. 
C. SYSTEM MODEL
The physical layer security strategy employed in image transmission of OFDM-based VLC systems is presented in Fig. 1 . In our proposed scheme, the two chaotic sequences base on 2D-LICM map is used to encrypt the real and imaginary parts of M-QAM symbols to protect the security of the transmitted image data. To further enhance the security of the data, we utilize the chaotic sequence based on the Logistic map to scramble the bit stream, which is generated from image data.
At the transmitter end, the bit-level encrypted stream is mapped onto the QAM symbol stream. Then, each M data symbol forms a symbol vector, which can be expressed as follows:
where [·]
T denotes a matrix transpose. The signal vector S is encrypted by the two chaotic scrambling sequences, a, and b, respectively. The encrypted signal Y with length M can be obtained according to (7) .
To generate the real valued OFDM signal, the input data vector of IFFT can be written as follows:
T . After performing the IFFT operation ton X, the N-point of the IFFT generates the OFDM signal, x, as follows:
where W H is the IDFT operation. Assume that [·] H denotes a transpose conjugate. After IFFT operation, a cyclic prefix is appended to the beginning of IFFT to prevent intersymbol interference. Then, the baseband OFDM signal after the digital-to-analog converter (DAC) can be generated. The analog OFDM is propagated over the dispersive VLC channel. The unit impulse of the VLC channel is assumed to be as follows:
At the receiver end, the received signal after CP removal is as follows:
where v is the time domain noise vector with zero mean and variance σ 2 0 . Then, the received sample data r is demodulated by the FFT. The modulated signal vector can be expressed as follows:
where W is the DFT operation and H = diag H 0 , H 1 , . . . , H N −1 is an N × N diagonal matrix in which the kth diagonal element, H k , denotes the frequency domain channel response of the kth sub-carrier. In addition, V = Wv is a frequency domain noise vector with a mean of zero and variance σ 2 0 . Every element of signal vector R in (12) can be expressed as follows:
To compensate for distortion caused by multipath fading, the received signal is processed by a frequency domain channel equalizer. The equalized signal vector can be expressed as follows:R = QWr = QXH + QV (14) where
matrix in which Q k denotes the equalizer coefficient of the kth sub-carrier. The zero-forcing (ZF) equalizer is employed in this work; therefore, the coefficient of the kth sub-carrier is given as follows:
Therefore, every element of signalR in (14) can be expressed as follows:
If the conjugate symmetric data and pilot data is removed from the received signal vectorR, the useful signal vectorŶ of size M can be extracted, it is expressed as follows:
After that, a new signal vectorŶ is decrypted by the two scrambling sequences a and b. Then, the original data can be estimated as follows:
III. THEORETICAL ANALYSIS OF BER PERFORMANCE
Let h(t) be the impulse response of the VLC dispersive channel (CIR). Let h = h 0 h 1 . . . h L−1 denote the discrete-time CIR of VLC dispersive channel, where L is the length of CIR. The h can be obtained from the samples of h(t). Assume that H is the N-pint DFT of the h. Every element of H can be denoted by H 0 , H 1 , . . . , H N −1 , which are the channel gain of every subcarrier channel. In DCO-OFDM, η DCO = 1 2 . . . N /2 − 1 denotes the data-carrying subcarriers. Based on the derived (18), the mean value of the estimated dataŜ can be calculated as follows:
Thus, the variance ofŜ can be expressed as follows:
Therefore, symbol-level scrambling operation does not change the statistical characteristics of S. After substituting (18) into (20), the variance ofŜ can be written as follows:
Therefore, the SNR of every subcarrier channel can be expressed as follows:
where γ 0 = σ 2 x /σ 2 n . Therefore, the BER of k-th subcarrier of the encrypted OFDM can be written as follows [44] : Therefore, the average BER of the encrypted OFDM can be calculated as follows:
Thus, the encryption operation does not affect the BER of the systems over the VLC dispersive channel. This is confirmed by the following simulation experiments. However, in the derived BER formulas, the transmitted data have random characteristics. In our proposed OFDM-based VLC system, the encryption chaotic scrambling sequence has two roles: to encrypt the image data and to randomize the image data. The randomization may also reduce the PAPR of OFDM signals, which is verified in following section.
IV. SIMULATION RESULTS AND ANALYSIS
In this section, the BERs of OFDM-based VLC system with and without the encryption over a VLC dispersive channel are evaluated using a theoretical BER formula and a Monte Carlo simulation, respectively. Henceforth, the number of subcarriers N is 256 and each subcarrier is modulated by 16 QAM. The sampling rate of the OFDM signal is fixed at 256 MSa/s. The standard Lena and Cameraman images of size 256 × 256 pixels are regarded as the text images. The main simulation parameters are provided in table 1.
A. PAPR PERFORMANCE
In this work, the three encryption schemes, namely bit-level encryption, symbol-level encryption, two-level encryption based on combining bit-level and symbol-level encryptions, are employed in OFDM-based VLC systems for image sources. The encryption operation can reduce the PAPR of OFDM with an image data source due to the strong correlation between the different pixel values of VOLUME 7, 2019 the image data. The following analysis and simulation experiments confirms these conclusions. The PAPR is defined as the ratio of the peak power to the average power of the OFDM signals. The PAPR of OFDM signal can be expressed as:
The peak factor of the OFDM signal is defined as follows:
The upper bound of peak factor λ can be expressed as follows [45] :
where ρ n is the aperiodic autocorrelation coefficient, a n is the QAM sequence, a * is the conjugate of a, and N is the total number of subcarriers. (27) shows that the autocorrelation value of |ρ n | is small and the peak factor is also small. Therefore, the effective PAPR reduction using encryption can be analyzed by the autocorrelation coefficients defined in (28) ,which is plotted in Fig. 2 , where the original 16-QAM OFDM symbols are applied and compared to the encrypted 16-QAM OFDM symbols for the Lena image data. The autocorrelation values of the symbol scrambling or the bitand symbol scrambling schemes are reduced in the sidelobe relative to those of the original data symbol. An enlarged sidelobe for a specified zone is also shown in Fig. 2 . Therefore, the encryption to symbol can be applied to reduce the PAPR and enhance the physical layer security of an OFDM-based image.
The PAPR of the OFDM signals can be evaluated by the complementary cumulative distribution function (CCDF). Fig. 3 shows a comparison of the PAPR performance for OFDM with Lena image sources. Encryption reduces the PAPR of the OFDM. In addition, the two encryption schemes, symbol-level encryption, two-level encryption based on combining bit-level and symbol-level encryptions, have almost the same performance as PAPR does. At CCDF=10 −3 , the two encryption schemes can reduce PAPR by approximately 6.5 dB compared to the original image-base OFDM. Fig. 4 shows the auto-correlation property for the Cameraman image data. These results are similar to those in Fig. 2 . Fig. 4 shows that the two encryption schemes reduce the value of autocorrelation of the encrypted data. Fig. 5 shows the PAPR comparison for Cameraman image sources. Compared to those of the original OFDM, the two encryption schemes have the similar PAPR performances. Compared to that of the original OFDM, the two encryption schemes can reduce PAPR by approximately 6.5 dB. Therefore, we can deduce that all encryption schemes can simultaneously achieve PAPR reduction and enhanced security of image data.
B. BER PERFORMANC
In simulation setup, the dispersive wireless optical channel model in [46] , [47] is adopted. h(t) is the channel impulse response of the dispersive VLC channel, which can be expressed as follows:
where H (0) is the DC gain, u(t) denotes the unit-step function, and a = 2H /c, where H is the ceiling height above the transmitter and c is the velocity of light. In the simulation experiment, a system bandwidth of 250 MHz is used, and the sampling rate is fixed at 250 MSa/s. The discrete impulse response h(n) can be obtained to sample to h(t). The former L maximum sampling values of h(t) consist of h(n). The resulting h(n) can be expressed as follows: The main OFDM system parameters are shown in Table 1 . The bandwidth of the OFDM signal is calculated by (250 × 192)/256 = 187.5 MHz. In addition, in the proposed OFDM-based VLC system, to generate a real OFDM signal, the input of the IFFT unit needs to satisfy conjugate symmetry. Therefore, the effective data-carrying subcarriers are 96 not 192. The bit rate of the 16-QAM OFDM signal is given by log 2 16 × 187.5 × 0.5 = 375 Mbits/s. We first evaluated the BER of the OFDM systems for a random bit source and an image source without encryption. Fig. 6 shows the simulation results. The BER theoretical curve according to the derived (24) is also shown in Fig. 6 . The theoretical BER of OFDM is consistent with those of OFDM with a random bit source and OFDM with a Lena image source. However, the BER performance of OFDM with a Lean image source is better than that of OFDM with a Cameraman image source. Therefore, the BER formula obtained (24) is confirmed by our simulation results for a random bit source. The BER formula (24) is an upper bound of BER of the OFDM with an image source. Fig. 7 shows the reconstructed images for an OFDM-based VLC system with Cameraman and Lena images at SNR=12, 16, 20 dB. Fig. 7 (a), (b) , and (c) show Cameraman image results and Fig. 7 (d) , (e), and (f) show Lean image results. As SNR increases, the quality of the reconstructed images improves. Fig. 8 (a), (b) , and (c) show the corresponding received constellation diagram at SNR = 12, 16, 20 dB for the Cameraman image, respectively. Fig. 8 (d) , (e), and (f) show the corresponding received constellation diagram at SNR = 12, 16, 20 dB for the Lena image, respectively. Fig. 8 shows that the constellation diagram becomes clearer as the SNR increases.
In the following simulation, we evaluated the effect of the encryption on the BER of the OFDM with the Cameraman image and the Lena image. In the simulation setup, three encryption schemes, including bit-level scrambling, symbol scrambling, and two-level scrambling based on combining bit-level scrambling and symbol scrambling, are used. Fig. 9 shows the BER performance results for the Lena image source. The BERs of the three encryption schemes are almost the same as that of the original OFDM without scrambling. In addition, the BER of the two-level encrypted OFDM with VOLUME 7, 2019 FIGURE 8. Received constellation diagram (a) Cameraman-based OFDM at SNR=12 dB, (b) Cameraman-based OFDM at SNR=16 dB, (c) Cameraman-based OFDM at SNR=20 dB, (d) Lena-based OFDM at SNR=12 dB, (e) Lena-based OFDM at SNR=16 dB, (f) Lena-based OFDM at SNR=20 dB. the wrong initial value is approximately 0.5. The difference between the correct initial value and the wrong initial value is only 10 −15 . Thus, the proposed scheme can securely transmit data. Fig. 10 shows the results of the BER performance for the Cameraman image source. Results similar to those in Fig. 9 are obtained. The BER performance of the three encryption schemes is slightly better than that of the original OFDM for the Cameraman image source in the high SNR scenario. Among the three encryption schemes, the BERs performance for bit scrambling and the two-level scrambling schemes are slightly better that of the symbol scrambling scheme. Therefore, the encryption scheme is helpful for improving the BER for OFDM with the Cameraman image source. Moreover, the BER of the two-level encrypted OFDM with the wrong initial value is also approximately 0.5. Fig. 11 shows the reconstructed Cameraman and Lena images for the two-level encrypted OFDM with correct initial value and with the wrong initial value at SNR=18 dB. Fig. 11(a) and (c) are the reconstructed Cameraman and Lena images with the correct initial value z 0 = 0.32. The original images are not reconstructed in the proposed OFDM system if the wrong initial value is used. Fig. 11 shows that the proposed scheme is sensitive to the keys.
In addition, Fig. 12 shows the corresponding histograms of the reconstructed images from Fig. 11 . Fig. 12 (a) and (c) are the histograms of the reconstructed Cameraman and Lena images, respectively, with the correct key. In addition, Fig. 12 (b) and (d) are the histograms of the reconstructed Cameraman and Lena images, respectively, with the wrong key. Fig. 12 shows that the values in the reconstructed images with the wrong key are fairly uniform in distribution relative to those of the images reconstructed with the correct key. The receiver does not correctly reconstruct the received image with the wrong key.
C. KEY SPACE ANALYSIS
The proposed cryptosystem uses two-level scrambling operations. The key in bit-level scrambling can be expressed as (β, z 0 ). In addition, the key in symbol-level scrambling can be expressed as {x 0 , y 0 , α, κ}. In the keys, the variables β, z 0 , x 0 , y 0 , α, κ are MATLAB type ''long''. In terms of the IEEE floating point standard [48] , the computational precision of the 64-bit double-precision number is approximately 10 −15 .
For the bit-level encryption phase, as z 0 ∈ (0, 1), 3.569945627 < β ≤ 4, the key space can be approximately calculated as follows: Thus, the two-level encryption scheme can obtain more large key space than the one-level encryption scheme can obtain. The large key space can efficiently resist brute-force attacks.
D. COMPUTATIONAL COMPLEXITY
Compared with the traditional OFDM-based VLC, the computational complexity of our proposed two-level scrambling operations is slightly increased. However, the slight additional computational complexity is used in exchange of the improved security and PAPR reduction. the two aspects of the computational complexity are increased. The first aspect increased is the computational complexity of the generating chaotic sequence. The computational complexity of the generating chaotic sequence with N is of the order of O(N ) [49] . The other aspect of complexity that increases is the computational complexity of the scrambling operation on sequence, which is of the order of O(N ) [50] . In our proposed 16 QAM OFDM system, we assume that the length of the scrambled bit sequence needed is N , while the length of the scrambled digital modulated symbol sequence needed is N /4. In the transmitter end, generating three chaotic sequences and three scrambling operations requires orders of computational complexity as follows:
Correspondingly, in the receiver end, the same computational complexity is needed.
V. CONCLUSION
In this paper, an image two level encryption OFDM transmission, which is based on combining bit-level scrambling and symbol scrambling, is proposed. In the first level encryption, the resulting bit stream is scrambled by a chaotic sequence based on a Logistic map. In the second scrambling, the real and imaginary parts are encrypted by two chaotic scrambling sequences generated from a 2D-LICM chaotic map. The BER formula for the encrypted OFDM was derived. The theoretical analysis shows that the chaotic encryption has no effect on the BER performance of the OFDM system. The simulation results prove the validity of the BER formula. The results also show that the image encryption operation is helpful for reducing the PAPR of the image-based OFDM. In addition, the security of the image can be protected from eavesdroppers. Thus, the proposed two-level encryption scheme can enhance the security of the image-based OFDM without loss of the BER performance, in contrast to the original image-based OFDM without encryption. In the future, an improved physical layer encryption technique should be developed for OFDM-based NOMA-VLC systems. 
